
AmericanInstitute of AeronauticsandAstronautics
1

Quantum Optical Communication for Micro Robotic
Explorers

JohnD. Lekki*, Quang-Viet Nguyen†, andBinh V. Nguyen‡

NASA Glenn Research Center, Cleveland, OH, 44135

MuradHizlan§

Cleveland State University, Cleveland, OH, 44115

One way to improve the acquisition of planetary information from robotic landers is to
use many smaller robotic explorers that can cover more ground than a single conventional
rover, given that the existing launch capabilities constrain the mass of planetary robotic
landers to a relatively fixed value. In addressing this vision, NASA has been challenged in
the National Nanotechnology Initiative to research the development of miniature robots built
from nano-sized components. These robots have very significant challenges, such as
mobility and communication, given the small size and limited power generation capability.
The research presented here has been focused on developing a communications system that
has the potential for providing ultra-low power communications for robots such as these. In
this paper an optical communications technique that is based on quantum entangled photons
is presented. This technique both minimizes radiated power and is appropriate for the size
scale of the robot. Simulations of this system show that the radiated power may be reduced
to extremely low levels for line-of-sight communication over distances of several kilometers,
even in the presence of ambient light. The immunity to background noise makes this
technique very promising in comparison to classical optical communications for ultra-low
power applications. The results of this research will generate requirements definitions for
transceiver components built from nanotechnology. Results from experiments
demonstrating aspects of this communications technique are presented.

I. Introduction
n this research, we investigatethe experimental behavior, error performanceand sourcesof degradation of a
quantumcommunicationssystembeingdevelopedat NASA GlennResearchCenter(GRC). This system exploits

the temporal coincidence property of quantum-entangled photonsto communicateat powerlevels severalorders of
magnitudeless than what is currently achievable through classical means. The ultimategoal is the realization of
ultra-low powermicro size optical communicationsand sensing devicesfor usein micro robotsandmicro spacecraft
in supportof future NASA exploration missions.

This researchis motivatedby the National Nanotechnology Initiative Grand Challenge issuedto NASA to
develop Microcraft for Space Exploration. The vision for this Grand Challengeis summarized as: “Continuous
presence in space … with nanotechnology enabled low powered microspacecraft. Reduce the size and energy
consumption ten fold.”1 The benefit of reducingthe size and energy consumption is significant because of the
considerablepotential to increasemissioncapabilitieswithout increasinglaunchcosts.

The size of these devices and the small amounts of power on which they must operatemake designing a
communications system for thema major challenge. The power that thesevery small spacecraftwould be able to
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Figure 1. Conceptual quantum communicator

generatecanbeestimatedfrom a simplecalculation of thepowergeneration capacity of an appropriately sized solar
cell . A high efficiency (~20% energyconversion) solar cell on Earth cangenerateabout50 W/m2 once weather
conditionsandnight hoursareaccountedfor.2 Thus a microcraft solar cell with anareain the range of 1 mm2 to 1
cm2 would generate between50 µW and 5mW of power. The power consumptiongoal of a micro robot
communications systemshould therefore beon theorderof micro watts. This researcheffort hasthe ultimategoal
of developing a transmitter capable of a rangeof at least 1 kilometer using only micro watts of power. This
experiment, which demonstrates communication with very low radiatedpower, is animportantfirst steptowardthis
goal.

II. Concept
The ideaof using quantumopticsfor communication in very low signal-to-noiseratio (SNR) environmentshas

been aroundfor sometime. Mandel3 first proposedone suchsystemin 1984and a demonstration experiment was
performedby Hong, et. al.,4 in 1985. In thisexperiment, ill ustratedin Fig. 1, pairsof polarization entangledphotons
are generated and transmitted to the receiver over two beams of light that are on-off keyed with the data. The
receiver detectors can detect individual photon arrivals. The coincidencedetectorcircuit producesa pulse whena
pair of photons triggers detectors1 and 2 in temporal coincidence. If there is no signal present,ambient light
incidenton thedetectors will producewhatare called accidental coincidences at a rate

τ21RRRa = (1)

where 1R and 2R are thedetector 1 anddetector 2 countrates, in photons/s,and τ is the two-sidedcoincidence

window size in seconds.By making thecoincidencewindow time smaller, the rateof accidental coincidencesfrom
ambient light canbe made to be much smaller than the rateof coincidencesdueto the arrival of entangled photon
pairs, which areinherently coincident.In general, morethanonesetof entangledphotonswill betransmitted during
a bit period. Bit valuedecisionscan be made by comparing the numberof coincidences per databit duration to a
thresholdvalue. This processresultsin a relatively high detector output SNR from a very smalldetectorinputSNR,
makingreliablecommunications possiblewhereclassicaldetectorswould be swampedby the presenceof ambient
light.

III. Experiment
The Quantum Communications and Sensing Team at NASA Glenn Research Center has implemented an

advancedversionof thequantumcommunicator asshownin Fig. 2. In contrastto the systemdemonstrated by Hong,
which encoded information through on/off keying, this system encodes information with two symmetric
entanglementstates. Figure 2 showstheblock diagram of thearchitectureof theGRC implementation.Theoptical
sourceconsistsof a UV laser-pumped spontaneousparametric down conversion (SPDC)entangledphoton source
which generates two beamsof light with identical, but random polarizations, similar to the sourcedescribed by
Kwiat et al.5. For thereceiver, photondetectorsA andB areset to detect only H photonswhereas detectorC is set
to detectonly V photonsthrough the useof a polarizing fil ter and polarizing beamsplitter, as shown in Fig. 2.
Binary datamodulatesa variable phaseretarder,keepingH andV photons intactunderstate“1,” andchanging H
photonsinto V, and V photonsinto H under state “0.” As a result, photondetectorsA and B trigger H photon
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coincidencesin coincidencedetector 1 when state “1” is transmitted, and detectorsA and C trigger V photon
coincidencesin coincidencedetector 2 when state “0” is transmitted.Decisionsaremadeby comparingthenumber
of coincidencesper data bit from the two coincidence detectors. If coincidencedetector 1 count is greater than
coincidencedetector 2 countthen thereceiverrecordsa “1;” if not the receiver recordsa “0”. As in the conceptual
system,accidentalcoincidencesdueto ambient light andun-entangled photonsfrom thelaser sourceare expectedto
bemuchsmaller than signalcoincidences,affording reliable communicationsunder very low SNR.

The experimental implementationof the above architecture is schematically shown in Fig.3. Here, the beam
from a 351nm (< 150 mW) single-frequency argon-ion laseris first spectrally filtered using a UV dispersing prism
(not shown), and thenpasses through a UV dielectric polarizing beam-splitter cubeto produce a pumpbeamwith
better than1000:1 polarization purity. A zero-orderquartz half-wave plate sets thepolarizationstate of thebeamto
45 degreesprior to passingthrough two thin (0.69 mm), optically contacted, orthogonally-aligned, Type-I beta
Barium Borate (BBO) crystals to generatetheSPDClight. Dueto the 45 degreeorientation of the polarization state
of the pump beam, it thenhas an equal probability of producing either a HH or VV SPDCphotonpair from either
crystal. Thus, the photon pairs emitted from this source have identical but random (in time) polarizations,
constituting an efficient hyper-entangledphotonsourceasfi rst describedby Kwiat et al.5 Similar setups havealso
beenpreviously described to useblue diodepumpedtwin BBO crystalswith goodsuccess6. The SPDCphotonsare
emittedin a cone,with entangled photonsarranged diametrically along thecone. By selecting a fractionof thecone
emission using apertures, two beams of hyper-entangled photons are created. Although the photons are hyper-
entangled,we only utilize the polarization properties of the photonsin this report. Oneof the beamsthenpasses
througha digital logic controllable liquid crystalphasemodulator set to act asa bi-statehalf-wave plate(0 or λ/2)
which encodesinformation ontothebeamvia polarization rotation (either H or V). Thebeamthenpasses througha
polarizing beamsplitter analyzer, and is fi lteredusinga bandpassfi lter centered at 702 nm (2 nm FWHM) before
being focused with a 75 mm focal length lensonto the active areaof a single-photon counting module(SPCM)
consisting of a thermo-electrically-cooled (TEC), actively quenched, avalanche photodiode (APD) operated in a
Geigermode (Perkin Elmer SPCM-AQR-13). Thesedetectors haveanapproximate60% quantum efficiencyat 700
nm and a 50 ns dead-time betweenpulses,with < 250 dark counts/s. In the Det. B & C beampath, similar optical
components are usedwith the exception of the polarizing beam-splitter analyzerwhich actsas polarizationstate
sorter. DetectorsB & C useband passfil terscenteredat 702nmbut with a 5 nmFWHM.

The photon arrivals at the detectors produceTTL logic signals that are resolved to within 350 ps and are
coincidence-gatedusingdiscrete CAMAC logic modules to producea 6.5nscoincidencewindow. Thecoincidence
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Figure 2. NASA GRC Quantum Communicator Block Diagram
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Figure 3. Schematic of Quantum Communication System

pulsesare then counted using two photon counters controlled by a PC running a customdevelopedLabView
software interface. The whole apparatusis containedwithin a light-tight enclosurewith black walls. In order to
simulatean ambient light source, an array of individually selectable incandescentlight bulbs (typical 60 W, 120
VAC) wasplacedabovethe systeminside the enclosure.By changing variouscombinationsof threered andone
white light bulb, anda variable intensity fiber optic light sourceaimed at a white cardboarddiffuserplaced around
the BBO crystal housing, we are able to control the amount of background light. After careful alignmentof the
optical system,typical single photonrates from theBBO crystal werein the 250,000counts/secrangefor 60 mW of
laser pumppower.

In order to determinethe bit-error rate (BER) performanceof the GRC Quantum Communicator, we have
developed custom software on National Instruments LabView 7.0 platform for generating,transmitting and
receiving pseudorandomdata sequences(Fig. 4). The software interfaces with two Dual ChannelGated Photon
Countersconnected to coincidence detectors and photon detectors, and controls the variable phase retarder
(modulator).With this set-up, we are able to determinethe BER for any data rate with varying laserpower and
backgroundlight intensity. Thesoftwarecollects statisticsand full histogramdatafrom individual photondetectors
andcoincidencecounters, anddeterminesBER within any desiredconfidencelevel andinterval.

Thedatatransmission is real-time andthedatarateis determinedasthereciprocalof the counting time allocated
for eachdatabit. This is dueto the5 to 20-ms switching time requiredby the liquid crystalvariable phase retarder
used for modulation. In fact, the major contributor to the detection error in the laboratorysetup is this particular
modulator, aswil l bediscussedlater.
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IV. Results
We conducted numerous tests with varying data rates,laser intensities, backgroundlight levels, coincidence

window sizes, modulator setup times, optical aperture settings andvariousother parameters. In Figs. 5 and6, we
plot representative BER resultsfor data ratesof 10, 30, 100,300and 1000bps at lasersourcepower levels of 3, 5,
10, 30, 50 and 100 mW and two-sided coincidence window size of 3.5 ns in the presenceof two extreme
background light intensities. Figure 5 shows the BER plots in the presence of minimal background light,
correspondingto approximately900photons/stotal detected on the three photondetectors, whereas Fig. 6 showsthe
sameplotsin the presenceof maximum backgroundlight, correspondingto approximately 250,000photons/s total.

We immediately observe from Figs. 5 and 6 that there is very li ttle difference in BER performance, especially
for higherdata rates,betweenthecasewith minimal backgroundlight intensity and thatwith maximum background
light intensity. This is due to the relatively small sizeof the coincidencewindow that resultsin approximately 20
accidentalcoincidences per second undermaximumlight andalmost noneunderminimal light. If we considerper-
bit coincidences,the comparative detrimental effect of the two different background light intensities becomes
relatively insignificant, especiall y at higherdata rates.Theeffectof backgroundlight canbediminishedevenfurther
by theuse of smaller coincidence window sizes.

Another interesting observation is therelatively poorperformanceof thesystemat higher data rates. We should
expect worse performanceat higher data rates since, for any given laserpower level, averagecoincidencesper
secondwill stay fixed but averagecoincidencesper databit will decreasewith increasing datarate. This closesthe
gapbetweenthe ‘1’ stateandthe ‘0’ statein termsof thePoissonmeancoincidencerateperbit, resultingin higher
error probabilities.We havefound,however, that the degradation in BER performancewasmuchworsethanwhat
the theorypredicted.Thiscanbeattributedto theless-than-perfectmodulator we usedin thelaboratorysetup.

Figure 4. GRC Quantum Communicator BER Tester interface.
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Theliquid crystal variable phaseretarderwe usedfor the modulator requiresa finite setup time,on theorderof 5
to 20 ms, in order to completely switch states. As explainedin Sec. III , we accountedfor this within the BER test
procedure.However, evenafter significantly increasingthe setup time,we found that the phase retarderfrequently
failed to completely switch states; more so at higher datarates.Table1 displaysthe averagecoincidence detector
counts per second accumulated during the BER tests for variousdataratesat a 30-mW laser sourcepower in the
presenceof minimal background light. We observefrom this table that theratio of transmittedstateto opposite state
(contrastratio) coincidencecountsdrops from aboutsix at 10 bps to about oneor two at 1000bps,while the total
counts stay reasonably fixed for each detector. Theseratios would stay virtually fixed for a perfect modulator.
Obviously, the dropping ratios significantly affect the BER performanceby severely degradingthe separation
betweenthe two states. We also observefrom Table1 thatat higher datarates, themodulatorsomewhatprefersthe
“0” state,asevidenced by theslight increasein ratio for the AC coincidencedetectorcountsat 300bpsto 1000 bps.
Table 2 displays the detector countsper secondunder steadystate for various laserpowerlevels in the presenceof
minimal background light. This datashows that in thesteady state condition, thecontrastratios(AC:AB for the ‘0’
stateandAB:AC for the ‘1’ state), are very good,generally rangingfrom 24 to 68. This demonstratesthat by using
animprovedpolarization modulator, we would expecta significantly improved BER performance.

Anothersourceof inefficiency in the laboratorysetup is thegeneration of coincidentphotonsthrough theuseof
parametric down conversion. Becauseof this inherentdisadvantage, we have to usea relatively large laser source
powerin orderto obtaina very small number of coincident photons persecond.Theactualreceivedenergy maybe
calculatedby using theformula

N
ch

Er λ
⋅= (2)

where h is Planck’sconstant, c is thespeedof light, λ is the wavelength of the light source (7.02×10−11 m), and

N is the photon count. In order to gain a better understanding of the actualenergylevels involved,we recalculate
the plots in Fig.5 asa function of received energy per bit using thedatafrom Table2, wherethereceivedenergyper
bit is determinedby theaveragetotal numberof photonsreceived per bit ondetectorsA, B andC. Figure 7 shows
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Figure 5. BER with minimal background light
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Figure 6. BER with maximum background light
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the BER plots asa function of received energy (Joules) per bit in the presence of minimal backgroundlight. We
observe from Fig. 7 that reliable communication is possible, with the addition of error correction coding when
necessary, at remarkably low received energy levels on theorderof a picoJouleperbit. We alsoseefrom this figure
that, whennormalized with respect to received energyper bit, performancedifferencesamongdifferent datarates
becomeinsignificant,especially considering thepossibleuseof an improvedphase modulator.

In order to visualize the effect of background light, we recalculate the plot in Fig. 6 as a function of optical
signal-to-noise ratio (SNR), where we usethe datafrom Table 2 for the averagetotal numberof photons received
per secondon detectors A, B and C, and we use a background average total count of 250,000 photons/s,
correspondingto the maximumlight setting. The sumof thesingles from Table 2 is proportionalto thesignal power
and the background averagetotal count is proportional to the noise power. Figure 8 shows the BER plots as a
function of this SNR in the presence of maximum background light. We observefrom Fig. 8 that reliable
communication ispossibleat exceptionally low optical signal-to-noiseratio levels.

Thesinglesin Table2 are in effect mostly noise. In thecalculation for Fig. 8 we havecountedall of the singles
registeredfrom Table2 assignalbecausetheyaregeneratedby the signaling device. However, mostof thesesingle
photonsarenot detected in pairs, andtherefore appear asnoiseto the receiver, even thoughthey are generatedby
the signaling device.Thesephotonsare not detectedin pairsbecause, dueto slight misalignment, thethree detectors
areseeingslightly different spatial portions of the quantum entangled light. To illustratehow low the signal level is,
we havecalculated the ratio of coincident photonsto single photons, wherethe single photonsare those that are
from both the background light and the uncorrelated singlesfrom the quantum entangled light. In the instance
where the pumplaser is at 30 mW this correlatesto an SNR of -5.8 dB in Fig. 8. The coincident photoncountto
single photon count ratio for this same instance is -26.6 dB. If the system were designed so that photon pairs
generatedby thetransmitter were reliably detectedby thereceiver thenthe SNRfor Fig. 8 would beshiftedlower by
20.8 dB. We believethat this type reliable transmission is possible,and so this resultdramatically illustratesthat
reliable communication is possibleevenwhenthetransmittedsignal poweris significantly less thanthe noisepower.

Table 1. Test average coincidence detector counts per second at 30 mW laser power in the presence of
minimal background light

AB counts per second AC counts per second
Data
Rate,
bps

AB |
“0”

AB | “1” AB Total
1:0

Contrast
Ratio

AC | “0” AC | “1” AC Total
0:1

Contrast
Ratio

10 99 612 711 6.2 607 113 720 5.4
30 180 464 624 2.6 464 188 652 2.5

100 257 456 712 1.8 433 268 701 1.6
300 282 423 705 1.5 372 234 606 1.6

1000 350 390 740 1.1 500 270 770 1.9

Table 2. Steady-state detector counts per second in the presence of minimal background light

State “0” counts per second State “1” counts per secondLaser
Power, mW A B C AB AC A B C AB AC

3 1530 880 1230 1 24 2140 910 2150 24 0
5 4300 2620 2950 2 100 5250 2530 3000 110 1

10 9500 6000 6200 5 220 11000 5900 6200 260 1
30 31000 18100 15000 23 740 32500 17900 17200 760 9
50 44000 28000 24400 40 1250 40000 28000 27800 1375 20

100 94000 57200 55100 85 2540 97400 56000 59500 2750 46
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V. Conclusions and Future Work
Through the use of quantum-entangled photons,we have shown that reliable communicationis possible at

remarkably low receivedenergy levelson the order of one picoJouleper bit in the presenceof an overwhelming
backgroundlight, resulting in exceptionally low optical signal-to-noiseratios.While our experimentalsetup suffers
from the inherent inefficiency of current quantum-entangled photon generation processes, and the use of an
imperfectliquid crystalphaseretarder asthemodulator,it successfully demonstratesthefeasibil ity of theconcept.

Further studies wil l concentrate on improved generations of the QuantumCommunicator, using significantly
more energy efficient methods for coincident photon generation and beam forming, and enhanced modulation
techniquesthat canbe packagedinto micro size devices.Our ultimate goal is to createultra low powermicro size
optical communicationsandsensingdevices.
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